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BQ THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOICHU NGHIA VIET NAM
DPge Lip - Ty do - Hanh phic

Sb: JOF BTTTT-CATTT Ha Ngi, ngay JFthing 6 nam 2024
Vv hudmg dian mt giai phip tang cuimg
bdo dim an toan hé thing thing tin

Kinh giri: Dong chi Chu tich UBND céc tinh, thinh phd tnre thude
Trung vong.

Tir diu nim 2024 dén nay di xay ra mot sr‘:- sy 1:5 an toan thong tin mang,
dic biét 1 cde sir co tian cong ma dw: mi héa tong tién (ransomware), gdy thigt
hai va lam gian dogn djch vy trye tu}f:n clia cac co quan, 16 chire, doanh nghiép.
Vige khic phyc va phyc hm sau syt ¢d an todn thong tin mang con u:h:;m va ling
ting. Nguyén nhin chi yéu 1a do chua tuin thi va trién khai day da céc quy
dinh bao dam an toan thong tin mang, dién hinh 14; khéng cé ban sao luu dix 111:1.1
ngogi tuyén “offline”, khung 6 hojic ¢6 ké hoach khoi phyuc nhanh sau sy cd
nhung khong phu h-:;rp. dé xay ra sy ¢ do nhimg 13i co ban, chua trién khai phin
meém chéng md dgc trén cic may chi quan trong, chua gidm sit an todn thong
tin mang (SOC) diy di dé kip thoi phit hién bit thuémg trong hé thong, ...

Dé ting cuimg higu qui cong tic bio dim an toin thang tin va phyc hoi
nhanh hogt dong sau sy co, bén ::a.nh vigc trién Khai da}f du cac quy dinh cua
phip lu.'E.t vé bio dam an m:m hé thung théng tin theo cip do, B Thong tin va
Truyén théng hudng din trién khai 06 gidi phap trong tim nhu sau:

I. Binh k¥ thyc hi¢n sao luu dir li¢gu ngogi tuyén “offline”. Vi chién luge
sao luu dir li¢u theo nguyén tic 3-2-1: ¢b it nhit 03 ban sao di¥ liéu, luu trir ban
sao trén 02 phuong tién luu trit khic nhau, vai 01 ban sao lwu ngoai tuyén

“offline” (sir dung tape/USB/& cu‘ng l.‘h dong,...). Dir ||-.:u sa0 luu uﬂ'lm: phai
dugc tich biét hoan todn, khong két ndi mang, cd 1ip d& phong ching tin cong
leo thang vio hé thong luu trir,

2. Trién khai glm phdp dé sin sang phyc hdi nhanh hogt dong cua hé thing
lhung tin khi g.’.ip sy co, dura hoat dqn g cia hé thong théng tin trd lai binh thuimg
trong vong 24 tiéng hodic theo yéu ciu nghiép v

3. Trién khai cac gidi phap, dic biét la giai phﬁp gidm sdt an toan thong tin,
dé ngin ngira, kip thii phit hn;n som nguy co tan cong mang doi vdi ca 3 giai
doan: (1) xim nhjp vio h-; lhung (2) nim gidn di¢p trong h¢ thung (3) khon tgo
qua trinh pha hogi h¢ thung

4. Phén tach, kiém sodt ll'l.l} cap gilta cdc vung mang va chU}én doi, ning
r.‘a.p cdc img dung, giao thirc, két noi lac hiu, khéng con duge hd trg k¥ thuj
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sang phuang dn sir dyng cic nén tang, img dung (app) dé gidm thiéu nguy co tin
cong mang leo thang vio hé thing thong tin thong qua mdy tinh, thiét bj dau
cudi cua ngudi dung.

5. Tang culmg gidm sdt, quin Iy cdc tai khodn quan trong, tdi khodn quan
trj hé théng bing gidi phip xdc thye 02 1ép (OTP,...) hode gidi phip quan ly tii
khoin dic quyén (PIM/PAM) nhim phong ngira, giam thiéu thi¢t hai trong
truémg hop ké tin cdng chiém duge mdt khiu cia tai khodn quin trj.

6. Ra sodt, khic phyc vi khong dé xiy ra cdc 18i co bin din dén mét an
todn hé théng théng tin.

(Huomg ddn chi tiét xin xem tai Phyu luc kém theo).

Trong truimg hop cin hudng din, hd trg va didu phdi xir 1y, img clu sy ed
an toin thong tin mang, d& nghj lién hé véi Cyc An todn théng tin, B Théng tin
v Truyén thong thdng qua cdc diu méi:

- Phéng An toan h¢ théng théng tin, Cyc An toan théng tin, B§ Thing Iil}
vd Truyén thing, _:.lfl dién thoai 0869.100.319, thu dién tor athit@mic.gov.vn dé
durge hudmg din tdng thé vige trién khai,

- Trung tim Ung cira khin cdp khéng gian mang Viét Nam (VNCERT/CC),
Cuc An toan thong tin, B§ Théng tin va Truyén thong, dién thogi 024.3640.4421
hodc sb dién thoai trye dudmg diy néng img ctru sy cb 086.9100.317, thur dién
tir: i@ ncertn.

- Trung tim Giim sdt an toin khing gian mang qu&:. gia (NCSC), Cuc An
todn théng tin, B Théng tin va Truyén théng, dién thoai: 024.3209.1616 hodc
sb dién thoai trye dudmg diy nong hd trg gidm sdt, canh bdo sém 038.9942.878,
thu di¢n tir: ais@mic.gov.amn.

Trin rong.). .-

Nei nhin: -
- Nhur trén; P ar
- Phé Thi tudmg Chinh phd Trdn Liu Quang (88 bie) /-
- Vin phing Trung vong va cdc Ban cla Ding, ,"..1-‘.' Iy
- Vin phing Chi tich nude; g3l
- Viin phing Qudc hii vi cic Uy ban ciia Qubc hi; |- | y

- Tba dn nhdn din 14 cao, % <o
- Vién kilm sit nhin din ti cao; R
- Uy ban Trung uong Mt trjn T quic Vift Nam; :
atuqmum;umg:m:kdninlﬂ;

- B trudmg vi cdc Thir trudmg;

- Pion vj chuyén trich v ONTT, ATTT alia e bl nginkg
- 56 Théng tin vi Truyén thang cdc tinh, thinh phd
trye thude TW,

- Thinh vién Mang ludri img ciru sy cd an 1odn thing
tin mang quéc gia;

- Céc dom vj thude B Théng tin vl Truyén théng;

= Luo: VT, CATTT. Fis

Nguyén Manh Hing



Phu lyc

HUGNG DAN 06 GIAl PHAP TANG CUONG
BAO DAM AN TOAN HE THONG THONG TIN VA PHUC HOI
NHANH HOAT DONG SAU ST CO AN TOAN THONG TIN MANG

(Kém theo Cong vin s6 JOH/BTTTT-CATTT ngaxéFthing ¢ nam 2024 ciia
B¢ Thdng tin va Truyén théng)

L. DINH KY THUC HIEN SAO LUU DU LIEU NGOAI TUYEN
“OFFLINE". VOI CHIEN LUQC SAO LUU DU’ LIEU THEO NGUYEN
TAC 3-2-1: CO IT NHAT 03 BAN SAO DU LIEU, LUU TRU BAN SAO
TREN 02 PHUONG TIEN LUU TRU KHAC NHAU, V{1 01 BAN SAO
LUU NGOAI TUYEN “OFFLINE™.

Binh k¥ thye hién sao luu dit liéu ngoai tuyén “offline™. Véi chién luge sao
Iuru dir liéu theo nguyén tic 3-2-1: ¢d it nhit 03 bén sao dir li¢u, luu trir bin sao
trén 02 phuong tién luu trit khde nhaw, véi 01 ban sao luu ngoai tuyén “offline”™,
Dir liéu sao lvu offline phii duge tich biét hodn todn, khéng két ndi mang holc
duge cb lip (isolate/air gap) dé phong chéng tin cdng leo thang vio hé théng
luu trid.

Bin sao lwu ngoai tuyén duge trién khai bing mdt trong cdc gidi phdp sau
dé phong chdng tdn cdng theo thang vio hé théng sao luu, nhu sau:

+ Sa0 luu bing Tape/USB/O cimg di ddng,...sau khi két thic phién sao
luru, céc thiét bj lwu trir duge tich réi khoi hé thdng, khang két nbi mang;

+ Co gidi phip cb 1jp (isolate/airgap), khi két thic phién sao luu di ligu,
gidi phip niy cho phép cb lip/ngit két ndi 16gic cia hé thing sao lu.

Trién khai chién luge sao luu v phyc hdi dir lifu, dim bio cdc véu clu djt
ra phit hgp véi thire 1€, Déng thai xdy dyng quy trinh cde bude sao liru vi phuc
héi dir lidu twong (mg v timg loai dir liéu v hé théng théng tin (HTTT).

Pé xdy dyng phuong dn sao hru dir ligu hé thing, !ﬁ chire cin dya trén mjt
s tiéu chi dé xdc dinh duge myc tiu khai phyuc ma td chirc mong mudn. Cic
tiéu chi dé xdc dinh myc tifu khdi phuc cé thé 1i: Recovery Time Objective -
RTO, Recovery Point Objective - RPO...

Recovery Time Objective - RTO: 14 thoi gian khdi phuc hé théng ma td
chire mong mudn: RTO ¢é thé vii tiéng hodic cling c6 thé kéo dii vai ngay.

Recovery Point Objective - RPO: li khodng thdi gian mi d li¢u c6 thé
bj mit khong thé khéi phyc ma td chire ¢ thé chip nhin duge.

Vi mbi h¢ théng khic nhau, voi mdi lugng d@ 1i¢u luu ud cla timg h¢
thﬂng, t6 chire cd thé lya chon phuong dn sao lvu & mire tip tin, hodc mirc mdy
do. Bbi vai mdi mire sao ln, quy trinh khoi phuc hé théng ciing s& khic nhau,
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cic co quan, don v cin xdy dyng phuong dn phil hop theo nhu clu khai phuc
cla co quan, don vi.

Péi vai sao luu mire mdy do, cde dir lifu sao luu s& rit 1én. Khuyén nghj
nén sir dyng cdc thiét bj sao luiru ¢4 tde 4 doc ghi cao dé dim bio tde dde doc
ghi dit liéu trong sudt qu trinh sao lwu vi khoi phue dir lidu.

Dit liéu sao luu t6i thidu nhw sau: cdu hinh cia hé théng va cic phin
: L) L1 - "
mem, img dung; log file; dir lifu quan trong cla hé théng;.... Can cir yéu clu
thyre té cia HTTT va nhu ciu, ning lye cia td chire dé thyre hign sao luu theo k¥,
dbi tugng dir lidu sao luu,... nhim dim bdo dd didu kién @2 ¢ thé nhanh chéng
khéi phyc hoat ddng ciia hé thing néu xay ra tin cdng mang.

Il. TRIEN KHAI GIAI PHAP PE SAN SANG PHUC HOI NHANH
HE THONG THONG TIN KHI GAP SU" CO, PUA HOAT PONG TRO
LAl BINH THUONG TRONG VONG 24 TIENG HOAC THEO YEU
CAU NGHIEP VU

Can cir vio myc tiéu RPO, RTO... cita td chirc, tir d6 trién khai gidi phip
phyc hoi hoat ddng ciia hé thﬁmg thdng tin m{t cich phi hgp. Cy thé:

- R sodt, edp nhit Ké hogeh img phé sy ¢d ATTT mang, bio dim:
+ Cé ké hogch khéi phyc cho timg logi dir li¢u va timg HTTT;

+ C6 quy trinh xir Iy, khic phue vi sém dua hé théng hoat dong trér lai
binh thudmg trong ving 24 gitr, hodc theo RTO wrong tmg timg logi dir li¢u,
HTTT.

- Té chire dién tip phuong 4n (mg ciry, khic phue sy cb, phyc hi.:l.'-i dir ligu,
khéi phye lai hogt dfng binh thuémg cia HTTT vai céc tinh hudng pho !:nién, tin
cong ransomware tir 6 xdc djnh tinh kha thi cha ké hogch img phd sir co.

- Xdy dyng va td chirc trién khai img phé xir Iy khing hodng truyén théng
trong truémg hop xdy ra sy cb, gidm thiéu tic ddng va thiét hai.

Cé nhiéu phuong phip khic nhau d& phyc hdi nhanh chéng hé théng nhur:
Hot site, Warm site, Cold site, Cloud site.

Hot Site: bao gbm cdc hé théng du phong dang hoat djng va & trang théi
gin nhu sin sing tiép nhdn khdi lugng cdng vige thay cho hé théng chinh. Céc hé
théng tai mdt Hot site cé thé 43 ¢ phin mém (mg dyng va phin mém quin Iy co
s dir ligu d3 duge cai djt va hoat dfng, cic img dyng, phiﬂ mém co thé duge cdp
nhit v 15i nhw edic hé thing trong trung tim xr Iy chinh.

Warm Site: bao gdm cdc hé thing xir 1y thay thé, cdc hé thing & trang thii
sin sing thip hon cdc hé théng khéi phue Hot site. Vi dy: mie di eling mit phién
ban h¢ diéu hanh cé thé dang chay trén hé théng Warm site, nhumg nd cd thé chua
duge cdp nhit lién tye nhu cdc hé théng chinh.
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Cold Site: bao gdm cdc hé théng xir 1y thay thé véi mire dp sin sang cho
cdc hé théng co yéu cu phyc hdi thip, Théng thutmg, c6 rit it hojic khéng c6 thiét
bj ¢ Cold site. Khi xdy ra tham hoa hodc sir ¢6 cd tinh gidn doan cao, théi gian
ngimg hoat ddng dy kién s vugt qui 7 dén 14 ngiy.

Cloud Site: 14 phuong an sir dyng dich vy liu trit cloud 12m diém khdi phuc
hé théng. Phuong phip niy sé tinh phi st dung may chi v thiét bj khi sir dyng.
Do d6, chi phi cho phuong dn niy vira phii nhung viin 6 thé dip img cde yéu clu
vé& thiri gian, tinh linh hoat,..

_ So sénh gilta cic diém phyc héi Cold, Warm, Hot, Cloud vi mft sé djc
diém cia timg phuang phép.

Cold Warm Hot Cloud (laaS)
Phin cimg | Muasimkhi | Dasinsing | Disinsing Sin sing
co sy chd va di chay
Phin mém | Caidjtkhisy | Dicaidit | Dicaiditvd | Ty mong
cb di chay mudn
Dir liéu Phyc héi khi c6 | Phuc hbikhi | Dixliguddng | Phyc hbi khi
s cd ¢t sy ch bé lién tye cosuch
Két noi Bit diuthiét | Sinsingdé | Dihoat dong | Dahoat déng
lapkhisych | hoat ddng
Chi phi Thip nhit Vira phii Cao nhit Vira phai

So sdnh chi tiét cdc phwong phdp Cold, Warm, Hot va Cloud

I1l. TRIEN KHAI CAC GIAI PHAP, PAC BIET LA GIAI PHAP
GIAM SAT AN TOAN THONG TIN, DE NGAN NGUA, KIP THOI PHAT
HIEN SOM NGUY CO TAN CONG MANG DOI VO1 CA 03 GIAI POAN:
(1) XAM NHAP VAO HE THONG; (2) NAM GIAN DIEP TRONG HE
THONG; (3) KHOT TAO QUA TRINH PHA HOAI HE THONG

I. Trién khai gidi phdp gidm sét difu hanh an todn théng tin mang (SOC),
bdo dam 100% cdc HTTT cdp d) 3 duge gidm sit an todn thing tin tip trung,
kip thiri phét hién cdc ddu higu bit thuémg trén hé théng.

Céc gidi phép SOC cin ¢6 tinh ning cho phép theo ddi, phét hién cdc sy
kién bit thudmg (nhdt 14 m3 djc) trong ca 03 giai dogn: (1) xdm nhdp vio hé
thong; (2) ndm gidn diép trong hé thong; (3) khoi tao qud trinh phd hogi hé
thong.

Dic biét, gidi phap SOC cin kip théi phat hién sém khi ké thn céng (ma
dic) khi:i tao qua trinh phd hogi hé I.hﬁng. tir 46 thye hi¢n céc bién phip cd 1dp,
xir Iy nhim ngén chin liy lan, tin céng leo thang.
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2. Dinh k¥ thye hién kiém tra, ddnh gia 15 héng bio m4t dé phit hién sém
nguy co h¢ thong bj xidm nhip va khic phyc kjp thai cic diém yéu dang ton Lai
trén HTTT theo quy dinh cia phép luft, cu thé: HTTT cdp d§ 1, 2: t6i thiéu 01
1in/02 nim; HTTT cdp d¢ 3, 4: tdi thiéu 01 13n/01 ndm; HTTT cdp 4o 5: tdi
thidu 01 1An/06 thing.

3. Thye hién sin ling mdi nguy hai (threat hunting), dic biét la sau khi
phit hién c6 hoat déng tin céng mang thinh cdng vdo hé thng, dé phit hién
sém ddu hi¢u hé thong thdng tin d bj thim nhdp, cdi cim ma djc, ... gidm “thoi
gian trd ngy cia ké tin cong” bén trong HTTT.

4. Trién khai gidi phép phong chbng ma dc tip trung, dic biét 14 cai dit
gidi phﬁp_Chﬁsg phin mérp mi dic (AV), Phit hi¢n va phin hdi cdc mbi nguy
hai tai diém cudi (EDR) tdi thiéu trén tit ca cde may chi, miy quan trj (hé trg
cdi dat).

IV. PHAN TACH, KIEM SOAT TRUY CAP GIUA CAC VUNG
MANG VA CHUYEN DOI1, NANG CAP CAC UNG DUNG, GIAO THUTC,
KET NOI LAC HAU, KHONG CON DUQC HO TRG KY THUAT SANG
PHUONG AN SU DUNG CAC NEN TANG, UNG DUNG (APP) DE
GIAM THIEU NGUY CO TAN CONG MANG LEO THANG VAO HE
THONG THONG TIN THONG QUA MAY TiNH, THIET B] DAU CUOI
CUA NGUOI DUNG
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1. Ra sodt, phan vung mang ciac HTTT phu hi;:rp theo cip dj v ¢ gidi phip
phong chéng xAm nhip mang gitta cic viing mang, dic biét gidi phap IdlE ngin
ngira nguy co bj tin cong leo thang tir ngudni ding ndi bivngudi ding cudi.

a) Ra sodt, didu chinh thiéj. ké méd hinh mang dé bao bao dam hé thing
thong tin duge phin vung to1 thiéu theo ciap d¢, vt cdc vung twong img:

= Ving mang bién (outside zone)

Ving mang duge thiét lip dé cung cp cic kit m:n hé thing ra bén ngodi
Internet vA cdc mang khic. Ving mang ndy bao gum cic cip Core Smu:h
Firewall chay HA vai nhau, duge thiét 1ip dé cung cdp cdc két ndi hé lhung ra
bén ngodi Internet va cde mang khic.

- Viang DMZ (demilitarized zone)

Ving mang duge thict 1ip dé dat cic miy chi cong cdng, cho phép truy
cdp tryc tiép tir cdc mang bén ngodi va mang Internet (thiét bj VPN, cic may
chu tmg dyng, dich vy Web, Email,... phyc vy nguin ding tr bén ngodi
Internet).
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- Viing mdy chii nji bj (internal server zone)

Ving mang bao gﬂrm cdc mdy chi web, img dung, AD, File Server,... phuc
vy cho ngudi ding trong ndi b,

- Viing qudn tri (management zone)

Viing mang dugc thiét 1ip dé dit cdc méy chii, mdy quan trj va céc thiét bi
chuyén dyng khic phye vy viéc quéin Iy, vin hinh va gidm sdt hé théng (bao
gﬁ‘m cdc mdy chi vit 1y, switch, router, thiét bj luu trit, miy chi quin trj phin
mém diét virus tip trung, mdy chd quan trj hé thdng mdy do, mdy chd giai phdp
530 luu dir ligu, mdy chd gidm s&t ATTT tip trung,...).

- Ving mdy chi co so di li¢u (database server zone)

Viing mang duge thiét 1ip dé dit cde may chil co sé dir lidu. Ving niy bao
gbm cdc méy chii chira co s& dir ligu (CSDL) ciia cdc img dung trong hé théng
vi dy nhu: MySQL, Oracle, MSSQL,....

- Ving mang nji b (LAN - local area network)

Ving mang nay duge thiét lip dé cung Eﬁip két nbi mang cho cidc mdy tram
va céc thiét bj ddu cudi va cic thiét bj khic cia ngudi sir dung vio hé théng.
Ving mang nady c6 thé chia nhé thinh viing mang theo phéng ban hojc theo
chirc ning, nhiém vu,...

- Ving mang kkéng day (néu cd)

Ving mang khéng diy cin duge tdch riéng, dic lip véi céc ving mang
khéc: Bao gbm cdc Access point vi Wifi Controller dé quin Iy cic Access point.

- Ving hé .I'ﬁnfng dwr phong:

Ving mang niy bao gbm céc may chd vt 1y, thiét bj 1éi thidu aé phuc vy
khdi phyc hé thong khi xdy ra sy cb. Ving hé théng dy phong phii dugc tich
bigt hodn todn vai h§ thong chinh vé mit logic: rtgil két ndi vt 19, hode duge cd
lip/cich Iy (isolate) bing cdc thiét bj kiém sodt truy cip.

b) Ra sodt, cdp nhjt gidi phdp dé dim bdo phong chdng xdm nhip gitta céc
viing mang, nhét 13 phong chéng leo thang gita Ving mang ndi bd (LAN) véo
cdc vung mang khic.

2. Phin logi cdc img dyng va phin mém, giao thire, két ndi lac hiu, khéng
con duge hd trg k¥ thudt hodic cé quyén truy cdp tryc ti€p dén hé théng sang
phuong én sir dung cdc (mg dung (app/web based) dé giam thiéu nguy co tdn
codng mang leo thang tir phia ngudi ding.

a) Théng ké cic img dung, phiin mém do ngudi ding tai Ving mang ndi bd

(LAN) c6 quyén truy cfip trye tidp vio cde ving mang quan trong nhu: Ving
mdy chi n§i b, Ving mdy chi co s& dit ligy, ...
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b) Ra sodt, diéu chinh, ndng cdp, cip nhit cac img dung va thiét 1ip ché do
phin quyén ngudi ding, phin quyén truy cip hé théng dé han ché nguy co tdn
cong leo thang khi tin t3c chiém quyén duge mdy tinh ngudi ding c6 thé tdn
cong leo thang vio céic viing mang quan trong trong th chire.

3. T chirc ra sodt, quin ly phin quyén img dyng dé trién khai gidi phap
quin ly tai khoan dic quyén (PIM/PAM) cho cdc tai khodn quan trong.

V. TANG CUONG GIAM SAT, QUAN LY CAC TAI KHOAN QUAN
TRONG, TAl KHOAN QUAN TR] HE THONG BANG GIAI PHAP XAC
THU'C 02 LOP (OTP,...) HOAC GIAl PHAP QUAN LY TAI KHOAN
DAC QUYEN (PIM/PAM) NHAM PHONG NGUA, GIAM THIEU THIET
HAI TRONG TRUONG HQP KE TAN CONG CHIEM DUQC MAT
KHAU CUA TAI KHOAN QUAN TR]

1. R4 sodt, thng hgp va phin logi cdc tii khodn quan trong, tai khoin quin
trj hé théng cé nguy co bj tin tic khai thic, chiém quyén difu khién hé mqéng-
Trién khai x4c thye 2 16p ddi vdi tit ca tai khodn quén trj trén cde hé théng, (mg
dung quan trong.

a) Thén g ké, rd sodt vi ddnh gid lai vide phin quyén hé théng theo Ma trin
phén quyén truy cip (Access Control Matrix) va loai cc diém yéu, bét cip trong
viéc phin quyén quin Iy, truy cip hé théng.

b) Phin viing, thiét ké hé théng dé dim bio céc tii khodn quin trj cla hé
théng dde lip v&i ede viing mang khic.

2. Trién khai gidi phap quin 1y t4i khodn dic quyén (PIM/PAM)

a) Bdi vai cae HTTT cdp dg 4 va cip 40 5: Trién khai giai phdp quin Iy tai
khodn dic quyén (PIM/PAM) ddi tit ca 100% céc hé théng thdng tin theo quy
dinh.

b) Ddi véi cdc HTTT cdp ) 3: Ra sodt, danh gid mirc d§ quan trong va
nguy co chiém quyén didu khién cic tdi khodn qudn trj, tir 46 dé xudt trién khai
gidi phip quan ly 1di khodn dic quyén (PIM/PAM) phi hop.

VI. RA SOAT, KHAC PHUC VA KHONG DE XAY RA CAC LOI
CO BAN DAN DEN MAT AN TOAN HE THONG THONG TIN

1. Té chirc trién khai ra sodt, kip thii khic phuc céc 18i co bdn trong quin
I¥, viin hinh va bio dim an todn, an ninh mang cho hé théng théng tin nhur:

(1) Hé théng sao lru dy phong online, cing viing mang véi hé théng dang
hoat dfng.

(2) Khdng thay d@i mét khiu tii khodn quan tr, tii khodn quan trong djnh
ki hodc thu hdi quyén ddi véi tai khodn khi ngudi quan tr nghi viée.
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(3) D¢ cic mdy chi quan trgng, mdy chi quin trj két ndi trye tiép vai
Internet nhung khéng duge bao v¢ hodc mé djch vy khdng cin thiét.

(4) Céc may chi, may quan trj dugc cai cic phin mém AV, EDR nhung khi
ké thn cong vo hitu hda cac tinh ning niy, hé thing khong phét hién duge.

(5) Sir dung ciing théng tin ding nhip (tii khoan va mdt khiu) cho nhiéu hé
théng, thiét bj, quan trong. Thdng tin ding nhdp duge luu triY trén cdc méy tinh
qudn trj va cdc mdy chi khéng duge mi hoa.

(6) Kiém sodt truy cfip tir 4 tdc, gitra cdc bd phin chuyén mén trén céc
thiét bj tuémg lira long 1éo, khéng theo ding nghiép vy chuyén mén.

(7) Khbng tin tha viée cdp nhit cidc ban va bao mit theo I:huyén nghj tr co
quan chirc ning, tir nha cung cip gidi phép, sin phim.

(8) Phin quyén tii khodn nguin ding d6i vai hé thong, I.rng dung khéng hgp
Iy, chua lua.n thid nguyén tic dic quy én thi thiéu, cho phép ké tin cong d& ding ¢
duge quyén cao khi khai thic 16 héng bio mjt.

(9) Quin trj hé théng sir dung phin mém bé khéa (phin mém crack), din
dén viée nhiém cic dong mi die, cii eira hju (backdoor) holic dinh cip mft khiu

quin trj.
2. Trién khai ri soat, khic phyc céc 15i co ban,

a) Thye hién ddi ngay mit khiu quin trj trén cdc hé théng thing tin quan
trong, vi thye hién déi mit khiu dinh ki theo cdc chu ki tiép theo. Tang cuimg
gidm sdt, quin 1¥ cdc tii khodn quan trong, tii khodn quin trj 42 phong ngira,
giim bt thiét hai trong truémg hop ké tin cbng cd duge tai khodn quin trj.

b) Ra sodt vi déng todn by cdc két nbi cdng quan tri, cbng co si dir ligu
(SSH, RDP, DB, ...) qua giao di¢n Internet démg thér tridn khai thye hién qua két
ndi an toan (VPN, PAM, jump, xdc thyc da yéu td MFA,..). Ra sodt va tién hanh
khéa/ngit cic giao thire (protocol), dich vy (services) khﬁng sir dung. Cac h¢
thiing cdp d 2 tro 1En bdt bude phai trién khai xéc thyre da yéu td.

c) Ra sodit cdp phit IP public, thye hién ngit céc server dich vu c6 IP public
nhung khéng qua hé thong Firewall

d) Thyc hién ra sodt céc tai khoin VPN, két ni tir xa 16i h¢ théng dang
duge clp phat, tién hanh ngit d8i véi céc tai khodn khéng sir dung hojc sir dyng
sai myc dich.

d) Chii ddng thye hién ra sodt cic 181 15 lot mit khiu, t4i khodn ngudi din g
trén céc nén ting chia sé dir lifu tdi pham mang (threat intelligent platform).

Cuc An ton théng tin (Bd Thong tin va Truyén théng) s& cdng bd va cip
nhit danh sdch cdc 18i co ban trén website https:/ais.gov.vn.
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